
SECURITY

To Serve and Protect:
Microsoft Advanced Threat Analytics

Dennis Rietveld



SECURITY

Dennis Rietveld

Freelance IT consultant

MCSA, MCSE, MCITP, CCA, VCP

activedirectory.nl

@R33dfield #ExpertsLive

dennis@rietveld-ict.nl



SECURITY

Agenda

• Wat is Microsoft ATA

■Introductie

■Architecture

■Sizing, Planning & Deployment

• Attack Kill Chain

• Demo

• Mitigation



SECURITY



SECURITYSECURITY

Microsoft ATA



SECURITY Wat is Microsoft ATA

• On-premise applicatie (nog wel)

• Onderdeel van EMS

• Gedragsanalyse

• Verschillende data bronnen

• Detectie
■ Reconnaissance

■ Compromised credentials

■ Lateral movement

■ Privilege escalation

■ Domain dominance
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Account enumeration

Net Session verkenning

Verkenning DNS

Verkenning Active Directory (SAM-R)

Afwijkend gedrag toegang resources

Brute force via NTLM, Kerberos, LDAP

Gevoelige accounts in plain text authentication

Service accounts in plain text authentication

Honey Token account verdacht gedrag

Unusual protocol implementation

Malicious Data Protection Private Info Request

Afwijkend gedrag (aanwezigheid medewerker)

Pass the ticket

Pass the hash

Over-pass the hash

Afwijkende authenticatie verzoeken

Afwijkend gedrag toegang resources

MS14-068 exploit (Forged PAC)

MS11-013 exploit (Silver PAC)

Skeleton key malware

Golden ticket

Remote execution

Malicious replication request

Reconnaissance Lateral Movement Domain Dominance

Compromised Credential Privilege Escalation
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Architecture



SECURITY Architecture

Bron: Microsoft



SECURITY Architecture

• ATA Center

• ATA Console

• ATA Gateway

• ATA Lightweight Gateway
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Sizing, Planning & 

Deployment



SECURITY System requirements

2008 R2 SP1 2012 2012 R2 2016

ATA Center / Console X X

ATA Gateway X X

ATA Lightweight Gateway X X X X

ATA Center / Console

ATA Center Service

.NET Framework 4.6.1

MongoDB

2 IP adressen

Certificaten

KB2919355

ATA Gateway

ATA Gateway service

ATA Gateway updater service

.NET Framework 4.6.1

Microsoft Visual C++ 2013 redist

Certificaten

2 netwerk adapters

KB2919355 en KB3047154

ATA Lightweight Gateway

ATA Gateway service

ATA Gateway updater service

.NET Framework 4.6.1

Microsoft Visual C++ 2013 redist

Certificaten

KB2919355



SECURITY Sizing

• ATA sizing tool

• Baseline Domain Controller

Sizing tool download: https://gallery.technet.microsoft.com/Advanced-Threat-Analytics-7371c87f



SECURITY Sizing ATA Center

* Totaal dagelijks gemiddelde aantal packets per seconde van alle domain controllers gemonitord

door alle ATA Gateways

** Aantal fysieke cores, niet hyper-threaded

*** Gemiddelde (piek)

Packets per 

second *

CPU (cores**) Memory (GB) Database 

storage per

dag (GB)

Database

storage per 

maand (GB)

IOPS ***

1.000 2 32 0,3 9 30 (100)

10.000 4 48 3 90 200 (300)

40.000 8 64 12 360 500 (1.000)

100.000 12 96 30 900 1.000 (1.500)

400.000 40 128 120 1.800 2.000 (2.500)



SECURITY Sizing Gateway

Packets per second CPU (cores)* Memory (GB)

1.000 1 6

5.000 2 10

10.000 3 12

20.000 6 24

50.000 16 48

Packets per second CPU (cores)** Memory (GB)***

1.000 2 6

5.000 6 16

10.000 10 24

Sizing Lightweight Gateway

* Hyper-threading moet disabled zijn

** Aantal fysieke cores, niet hyper-threaded

*** Hoeveelheid geïnstalleerd geheugen in domain controller



SECURITY Planning

• ATA Center Fysiek vs Virtueel

• ATA Center domain joined of workgroup?

• Disaster Recovery

• Gateway of Lightweight Gateway

Gateway Voordelen Kosten Deployment Domain controller 

resources

ATA Gateway Out-of-band oplossing, lastig 

vindbaar door aanvaller

Hoger Geplaatst naast 

domain controller 

(out-of-band)

Ondersteund tot 

50.000 packets/sec

ATA 

Lightweight

Gateway

Geen fysieke of virtuele dedicated

server nodig en port mirroring

Lager Geïnstalleerd op 

domain controller

Ondersteund tot 

10.000 packets/sec



SECURITY Planning

• Certificates, self signed of CA?

• Update strategie

• SIEM of WEF?

• ATA rol groepen

Groep Permissies

ATA Admin Alles

ATA Operator Schrijf rechten maar kan geen aanpassingen maken aan de ATA 

configuratie

ATA Viewer Alleen kijken



SECURITY Deployment

• Active Directory forest is boundary

• Default domain user benodigd

• Deployment van ATA (lightweight) Gateway

■ Package download via ATA Center

■ Silent installatie mogelijkheden

• MongoDB



SECURITY Done!

Bron: Microsoft
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Attack Kill Chain



SECURITY Attack Kill Chain

Bron: Michael Dubinsky, PM Microsoft ATA
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Demo



SECURITY Overview woodgrovebank.com

ATA Center

Angela

Phillip

Elliot



SECURITY Doel? Domain Dominance

AngelaPhillip Elliot



SECURITY Startpunt

ATA Center

Angela

Phillip

Elliot



SECURITY Verkenning (reconnaissance)

• Gebruiker en groep informatie (SAM-R)

• SMB sessies (Netsess)

Lateral Movement

• Privileges van support stelen

• Over-pass-the-hash
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SECURITY Bereikt tot zover

Phillip Angela Elliot



SECURITY Lateral Movement

• Domain admin privileges stelen

• Pass-the-Ticket
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SECURITY Bereikt tot zover

Phillip Angela Elliot



SECURITY Domain Domination

• Dump hash KRBTGT account

• Creëren Golden Ticket

• Import Golden Ticket

• Toegang tot alle resources
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SECURITY Pwnage! Mission Accomplished

Phillip Angela Elliot
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Mitigation



SECURITY Verkenning (reconnaissance)

1. SAM-R



SECURITY SAM-R
RestrictRemoteSAM registry (GPO) (Win10/Server 2016) 



SECURITY get-aduser -filter {AdminCount -eq 1} -Properties

Name,AdminCount,ServicePrincipalName,PasswordLastSet,LastLogonDate,MemberOf



SECURITY Verkenning (reconnaissance)

1. SAM-R
RestrictRemoteSAM registry (GPO) 

2. NetSess



SECURITY SMB Session Enumeration (NetSess.exe)

• Administrators group (Security Identifier (Sid) S-1-5-32-544)

• Server Operators group (Sid S-1-5-32-549)

• Power Users group (Sid S-1-5-32-547)

• Authenticated Users group (Sid S-1-5-11)

Net Cease download: https://gallery.technet.microsoft.com/Net-Cease-Blocking-Net-1e8dcb5b



SECURITY Verkenning (reconnaissance)

1. SAM-R
RestrictRemoteSAM registry (GPO) 

2. NetSess
Verwijderen ‘authenticated users’ permissie

Lateral Movement

3. Over-pass-the-hash



SECURITY Over-pass-the-hash

Zwakke Kerberos encryptie uitschakelen! DES, RC4. Enkel 

AES128/256 gebruiken



SECURITY Verkenning (reconnaissance)

1. SAM-R
RestrictRemoteSAM registry (GPO) 

2. NetSess
Verwijderen ‘authenticated users’ permissie

Lateral Movement
3. Over-pass-the-hash

Zwakke Kerberos encryptie uitschakelen!

4. Pass-the-Ticket



SECURITY Pass-the-Ticket

Credential Guard

• Hardware eisen

• Intel VT-D of AMD Vi IOMMU

• TPM 1.2 of 2.0

• UEFI 2.3.1c+

• UEFI Secure Boot

• Windows 10

• Lijst wordt langer



SECURITY Verkenning (reconnaissance)

1. SAM-R
RestrictRemoteSAM registry (GPO) 

2. NetSess
Verwijderen ‘authenticated users’ permissie

Lateral Movement

3. Over-pass-the-hash
Zwakke Kerberos encryptie uitschakelen!

4. Pass-the-Ticket
Credential Guard

Domain Domination

5. Compromitteren KRBTGT account (DcSync)

6. Golden Ticket



SECURITY KRBTGT account, Golden Ticket

Enkel detectie



SECURITY Verkenning (reconnaissance)
1. SAM-R

RestrictRemoteSAM registry (GPO) 

2. NetSess
Verwijderen ‘authenticated users’ permissie

Lateral Movement
3. Over-pass-the-hash

Zwakke Kerberos encryptie uitschakelen!

4. Pass-the-Ticket
Credential Guard

Domain Domination
5. Compromitteren KRBTGT account (DcSync)

Enkel detectie

6. Golden Ticket
Reset KRBTGT account 2x
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Protected Users Group Kerberos Armoring (FAST)
Authentication

Policies & Silos

Pas bestaande technieken toe!



SECURITY Samenvatting

Bron: Michael Dubinsky, PM Microsoft ATA
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Q&A
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Volgende sessie 9:00 – 10:00 uur

Keynote: “Reinvent IT infrastructure 

for business agility”

Lorenzo Rizzi

Expo Theater


